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Navigating Cyber Threats
• Three Threat Vectors

• Social Engineering, Insider Threats, & Identity Attacks: Cyber criminals use 
email and other methods of social interaction to manipulate users, get 
passwords, and gain access to networks and applications in order to steal data, 
financial information, and more. Cybersecurity awareness and technical 
“defense-in-depth” measures provide added layers of protection.  

• System Intrusions:  Attackers gain unauthorized access to a network, server, or 
computer.

• Web Application Attacks: Unauthorized intruders gain access to networks, 
servers, or computers through internet-facing software that has not been 
updated, virtual private networks with vulnerabilities, or software with 
vulnerabilities exploited by hackers before the vender becomes aware of them 
(Zero-Day). 

• Protecting the Castle



Why does it 
Matter ?

• 68 percent of breaches contain 
a human element

• System intrusions account for 
35-50 percent of data 
breaches

• Volt Typhoon, Flax Typhoon, 
Silk Typhoon – China Threat

• Ukraine War – Russia’s 
response to perceived NATO 
actions

Source: 2024 Verizon 
DBIR



Verizon DBIR – Public Administration

Misdelivery 
accounted 
for approx. 
40% of 
incidents

Frequency

• 12, 217 
incidents 
1085 
breaches

Threat Actors

• Internal 59%
• External 41%

Top Patterns

• System 
Intrusion 
and Social 
Engineering 

Ransomware

• 32% of 
breaches

Third Party 
Risks

• 15% of 
breaches 
through 
third parties



Global Statistics - Incident Type

Incident Type Count
Business Email 
Compromise (BEC) – 
Total

1,343 (34%)

BEC – Other 996

BEC – Wire Fraud 347

Ransomware 884 (23%)

Vendor Breach 749 (19%)

Other 403 (10%)

Network Intrusion 323 (8%)

Inadvertent Disclosure 218 (6%)

Total 3,920 
(100%)

Incident Type Count
Business Email 
Compromise (BEC) – 
Total

1,601 (38%)

BEC – Other 1,224

BEC – Wire Fraud 377

Ransomware 1,011 (24%)

Vendor Breach 747 (18%)

Other 346 (8%)

Network Intrusion 322 (7%)

Inadvertent Disclosure 228 (5%)

Total 4,255 
(100%)

Incident Type Count
Ransomware 1,153 (29%)

Business Email 
Compromise (BEC) – 
Total

1,059 (27%)

BEC – Other 698

BEC – Wire Fraud 361

Vendor Breach 623 (16%)

Network Intrusion 559 (14%)

Other 367 (9%)

Inadvertent Disclosure 209 (5%)

Total 3,970 
(100%)

Incident Type Count
Business Email 
Compromise (BEC) – 
Total

1,077 (36%)

BEC – Other 733

BEC – Wire Fraud 344

Ransomware 732 (25%)

Network Intrusion 382 (13%)

Vendor Breach 316 (11%)

Other 245 (8%)

Inadvertent Disclosure 207 (7%)

Total 2,959 
(100%)

2022 2023 20242021



Global Statistics - Industry Sector

Industry Sector Count
Professional Services 773 (26%)
Manufacturing and 
Distribution

448 (15%)

Healthcare and Life 
Sciences

376 (13%)

Financial Services 350 (12%)
Technology 333 (11%)
Non-Profit 157 (5%)
Education 142 (5%)
Hospitality and 
Entertainment

139 (5%)

Government 122 (4%)
Retail/e-Commerce 84 (3%)
Energy 34 (1%)
Other 1 (<1%)
Total 2,959 

(100%)

Industry Sector Count
Professional Services 928 (24%)
Financial Services 588 (15%)
Healthcare and Life 
Sciences

572 (15%)

Manufacturing and 
Distribution

538 (14%)

Technology 372 (9%)
Education 245 (6%)
Non-Profit 208 (5%)
Hospitality and 
Entertainment

169 (4%)

Government 138 (4%)
Retail/e-Commerce 130 (3%)
Energy 32 (1%)
Other 0 (0%)
Total 3,920

(100%)

Industry Sector Count
Professional Services 1,241 (29%)
Healthcare and Life 
Sciences

656 (15%)

Manufacturing and 
Distribution

563 (13%)

Financial Services 488 (11%)
Technology 342 (8%)
Education 241 (6%)
Non-Profit 212 (5%)
Hospitality and 
Entertainment

194 (5%)

Government 155 (4%)
Retail/e-Commerce 112 (3%)
Energy 51 (1%)
Other 0 (0%)
Total 4,255

(100%)

Industry Sector Count
Professional Services 1,024 (26%)
Manufacturing and 
Distribution

704 (18%)

Healthcare and Life 
Sciences

520 (13%)

Financial Services 461 (12%)
Technology 372 (9%)
Education 215 (5%)
Non-Profit 205 (5%)
Government 200 (5%)
Hospitality and 
Entertainment

152 (4%)

Retail/e-Commerce 73 (2%)
Energy 37 (1%)
Other 7 (<1%)
Total 3,970 

(100%)

2022 2023 20242021



Global Statistics - Ransomware Incidents
2023

Number of RW 
Incidents

884 (23%)

Number of RW 
Incidents Paid

138 (16%)

Average Ransom 
Demand

$2,243,227

Average Ransom 
Payment

$937,751

Median Ransom 
Payment

$200,000

Ransom Payment 
Reason

Delete Only – 42 (30%)
Key and Delete – 56 (41%)
Key Only – 40 (29%)

2022
Number of RW 
Incidents

732 (25%)

Number of RW 
Incidents Paid

97 (13%)

Average Ransom 
Demand

$2,272,682

Average Ransom 
Payment

$400,791

Median Ransom 
Payment

$150,000

Ransom Payment 
Reason

Delete Only – 21 (22%)
Key and Delete – 39 (40%)
Key Only – 37 (38%)

2024
Number of RW 
Incidents

1,011 (24%)

Number of RW 
Incidents Paid

133 (13%)

Average Ransom 
Demand

$1,890,232

Average Ransom 
Payment

$519,395

Median Ransom 
Payment

$265,065

Ransom Payment 
Reason

Delete Only – 53 (40%)
Key and Delete – 49 (37%)
Key Only – 31 (23%)

2021
Number of RW 
Incidents

1,153 (29%)

Number of RW 
Incidents Paid

314 (27%)

Average Ransom 
Demand

$2,126,671

Average Ransom 
Payment

$500,951

Median Ransom 
Payment

$216,093

Ransom Payment 
Reason

Delete Only – 44 (14%)
Key and Delete – 150 (48%)
Key Only – 120 (38%)

Business Email Compromise Incidents
2023

Number of BEC 
Incidents

1,343 (34%)

Number of 
BEC-WF Incidents

347 (26%)

Average Amount 
Fraudulently 
Wired

$824,704

Median Amount 
Fraudulently 
Wired

$148,867

2022
Number of BEC 
Incidents

1,077 (36%)

Number of 
BEC-WF Incidents

344 (32%)

Average Amount 
Fraudulently 
Wired

$376,234

Median Amount 
Fraudulently 
Wired

$145,000

2024
Number of BEC 
Incidents

1,601 (38%)

Number of 
BEC-WF Incidents

377 (24%)

Average Amount 
Fraudulently 
Wired

$442,961

Median Amount 
Fraudulently 
Wired

$154,622

2021
Number of BEC 
Incidents

1,059 (27%)

Number of 
BEC-WF Incidents

361 (34%)

Average Amount 
Fraudulently 
Wired

$343,303

Median Amount 
Fraudulently 
Wired

$131,440



Cyber Crimes By Incident Type - Government Sector

Incident Type Count
Ransomware 34 (28%)

Business Email 
Compromise (BEC) – 
Total

32 (26%)

BEC – Other 25

BEC – Wire Fraud 7

Inadvertent Disclosure 18 (15%)

Network Intrusion 16 (13%)

Vendor Breach 15 (12%)

Other 7 (6%)

Total 122 
(100%)

Incident Type Count
Vendor Breach 60 (30%)

Ransomware 49 (24%)

Business Email 
Compromise (BEC) – 
Total

39 (20%)

BEC – Other 33

BEC – Wire Fraud 6

Network Intrusion 21 (10%)

Inadvertent Disclosure 20 (10%)

Other 11 (6%)

Total 200 
(100%)

Incident Type Count
Business Email 
Compromise (BEC) – 
Total

46 (33%)

BEC – Other 38

BEC – Wire Fraud 8

Vendor Breach 29 (21%)

Ransomware 25 (18%)

Network Intrusion 15 (11%)

Inadvertent Disclosure 13 (10%)

Other 10 (7%)

Total 138   
(100%)

Incident Type Count
Business Email 
Compromise (BEC) – 
Total

47 (31%)

BEC – Other 40

BEC – Wire Fraud 7

Ransomware 42 (27%)

Vendor Breach 31 (20%)

Inadvertent Disclosure 15 (10%)

Network Intrusion 10 (6%)

Other 10 (6%)

Total 155  
(100%)

2022 2023 20242021



Ransomware-Specific - Government Sector
2023

Number of RW 
Incidents

25 (18%)

Number of RW 
Incidents Paid

0 (0%)

Average Ransom 
Demand

$1,110,000

Average Ransom 
Payment

N/A

Median Ransom 
Payment

N/A

Ransom Payment 
Reason

Delete Only – N/A
Key and Delete – N/A
Key Only – N/A

2022
Number of RW 
Incidents

34 (28%)

Number of RW 
Incidents Paid

4 (12%)

Average Ransom 
Demand

$894,444

Average Ransom 
Payment

$165,000

Median Ransom 
Payment

$80,000

Ransom Payment 
Reason

Delete Only – 1 (25%)
Key and Delete – 2 (50%)
Key Only – 1 (25%)

2024
Number of RW 
Incidents

42 (27%)

Number of RW 
Incidents Paid

1 (3%)

Average Ransom 
Demand

$2,747,443

Average Ransom 
Payment

$750,000

Median Ransom 
Payment

$750,000

Ransom Payment 
Reason

Delete Only – 0 (0%)
Key and Delete – 1 (100%)
Key Only – 0 (0%)

2021
Number of RW 
Incidents

49 (24%)

Number of RW 
Incidents Paid

9 (18%)

Average Ransom 
Demand

$1,892,082

Average Ransom 
Payment

$252,044

Median Ransom 
Payment

$125,000

Ransom Payment 
Reason

Delete Only – 2 (23%)
Key and Delete – 3 (33%)
Key Only – 4 (44%)

Business Email Compromise-Specific
2023

Number of BEC 
Incidents

46 (33%)

Number of 
BEC-WF Incidents

8 (17%)

Average Amount 
Fraudulently 
Wired

$198,825

Median Amount 
Fraudulently 
Wired

$148,926

2022
Number of BEC 
Incidents

32 (26%)

Number of 
BEC-WF Incidents

7 (22%)

Average Amount 
Fraudulently 
Wired

$251,867

Median Amount 
Fraudulently 
Wired

$196,822

2024
Number of BEC 
Incidents

47 (31%)

Number of 
BEC-WF Incidents

7 (15%)

Average Amount 
Fraudulently 
Wired

$128,726

Median Amount 
Fraudulently 
Wired

$78,891

2021
Number of BEC 
Incidents

39 (20%)

Number of 
BEC-WF Incidents

6 (15%)

Average Amount 
Fraudulently 
Wired

$94,000

Median Amount 
Fraudulently 
Wired

$94,000



Number of Lit./Reg. Inv. Matters - Government Sector
2021 – Lit./Reg. Inv. Matters

2022 – Lit./Reg. Inv. Matters

2023 – Lit./Reg. Inv. Matters

2024 – Lit./Reg. Inv. Matters

Number of 
Incidents

Jan. Feb. Mar. Apr. May June July Aug. Sep. Oct. Nov. Dec. Total
4 14 7 2 4 10 2 5 6 4 5 1

64Q1 Q2 Q3 Q4
25 16 13 10

Number of 
Incidents

Jan. Feb. Mar. Apr. May June July Aug. Sep. Oct. Nov. Dec. Total
4 5 9 15 17 25 10 18 47 6 8 7

171Q1 Q2 Q3 Q4
18 57 75 21

Number of 
Incidents

Jan. Feb. Mar. Apr. May June July Aug. Sep. Oct. Nov. Dec. Total
6 12 5 8 22 24 35 28 39 34 18 39

270Q1 Q2 Q3 Q4
23 54 102 91

Number of 
Incidents

Jan. Feb. Mar. Apr. May June July Aug. Sep. Oct. Nov. Dec. Total
69 52 38 28 40 40 22 37 40 30 47 59

502Q1 Q2 Q3 Q4
159 108 99 136



DO YOU KNOW WHERE YOUR 
DATA HAS BEEN TODAY?

Causes of Data Breaches

Hacking (includes skimming/phishing 
/malware/ransomware) 59.5%

Employee Negligence      10.4%

Accidental Exposure       6.4%

3rd Party Theft  7.5% 

Insider Theft                 5.3%

Physical Theft  4.5%

MIIA Cyber Risk



TYPES OF BREACHES:
▪ Employees & Social Media
▪ Employee 

carelessness/negligence
▪ Ransomware (i.e. 

CryptoLocker, etc.)
▪ Rogue employees
▪ Phishing Schemes
▪ Lost/stolen devices

MIIA Cyber Risk



Part I: Social Engineering 
and Identity Attacks



Social Engineering and Identity 
Attacks
A type of attack that uses human interaction to 
trick people into sharing sensitive information.
• Leading cause of these types of incidents is 
Phishing and Pretexting via email, accounting 
for 73% of breaches. 

• Technical “defense-in-depth” measures 
provide added layers of protection. 

• Social Engineering attacks are easier with 
public-facing organizations.

Source: 2024 Verizon 
DBIR
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Using social 
engineering, attackers 
gain access to email 
systems to trick targets 
into:
• transferring funds, 
•disclosing sensitive 
information, or 

•executing unauthorized 
actions. 

Research 
Targets

Spoof/Hack 
Email

Impersonate

Manipulate

Get Rich

General BEC Framework

What is Business Email Compromise (BEC)?



Part II: System Intrusions



Attackers gain unauthorized access to a network, server, or 
computer.

System Intrusions



System Intrusions:  IBM Threat Report

• Endpoint detection and 
response is critical to 
identifying and stopping these 
attacks. EDR can also detect 
‘living off the land’ usage by threat 
actors. EDR can also identify 
software reaching out to remote 
command and control sites. 

• MITRE has a free tool that 
evaluates EDR/MDR: 
https://mitre-engenuity.org/cybers
ecurity/attack-evaluations/

At least 75 percent of all attacks utilized 
a local computer

Source: IBM X-Force Threat Intelligence Index 2024



System Intrusions: 
CISA Risk and Vulnerability Assessment Report

• 143 RVAs, multiple critical 
infrastructure sectors.

• Mapped 11 of the 14 MITRE ATT&CK 
framework tactics. 

• Initial Access Successes:

• Used valid accounts: 41%

• Spearphishing: 29%. 



Source: IBM X-Force Threat Intelligence Index 2024

*An infostealer is a type of malware, 
surreptitiously installed on a computer,  
that targets its victim by stealing 
sensitive information that can include 
passwords, login credentials, and other 
personal data. After collecting such 
data, the stealer sends it to the threat 
actor's command and control (C2) 
system.

System Intrusions: Credential Theft
IBM X-Force Report 2024



RANSOMWARE DOUBLE (OR TRIPLE) EXTORTION



• Is this legal? What steps do I have to take? 
• Are there funds available to pay the demand? 
• What is the approval process/how long does it take? 
• What happens if the attacker doesn’t provide the decryption key?
• What happens if data is leaked? 
• At what point are we calling the authorities? 

To Pay or Not to Pay, that is the question.



Lessons Learned from Municipal Cyber Attacks

• Identify 1 or 2 leaders to guide the town’s response.
• Are there approvals/limitations on third party contracts?
• Engage with insurance resources early in the response. 
• Are there public meetings?
• Prepare for the media.
• Segment municipal resources networks data and/or systems to limit scope 

of impact.
• Can you pay a ransom? Impact of fund transfer fraud? 



Mandiant Threat Report 
Internal vs. External Detection Trends

Outliers
• Of internally discovered intrusions, 85% did not involve ransomware.
• For ransomware-related intrusions, 70% of organizations were externally notified, in most 

cases, via a ransom demand from the attacker.  

Source: Mandiant 2024 Threat 
Report



Part III: Basic Web Application 
Vulnerabilities



Internet facing software that has not been 
updated, virtual private networks with 
vulnerabilities, or software with 
vulnerabilities exploited by hackers before 
the vender becomes aware of them 
(Zero-Day)

Basic Web Application 
Vulnerabilities



Resources
• Cyber Resilient Massachusetts Grant Program 

provides up to $25,000 to fix these vulnerabilities.

• Mass State Police Cybersecurity Program can assist 
in identifying these vulnerabilities.

• CISA Cyber Hygiene (CYHY) and Web Application 
Scanning (WAS) can assist in identifying these. CYHY 
and WAS were part of the mandated tools to use for 
SLCGP applicants. 

• Some Endpoint Detection and Response tools can 
identify software and hardware needing updates.

Basic Web Application 
Vulnerabilities



Protect the Castle – Defense in Depth



Perimeter Coverage 
(Internet-facing Infrastructure 
and Cloud) • Security tools that can defend the 

perimeter
• Firewall
• Email Security
• Secure Access Service Edge
• Zero Trust
• Breach Detection
• Security Information Event 

Management
• Free State and Federal Resources

• CISA Cyber Hygiene (CyHy) 
• Web Application Scanning (WAS)
• CISA Remote Penetration Testing

• EOTSS Cybersecurity Health Check 
• Municipal Local Cybersecurity Grant 

Program – SLCGP (MFA funding and 
Awareness Training)

• Community Compact Cabinet Grants
• Cyber Resilient Mass Grant Program
• EOTSS Cyber Awareness Training 

Grant

Protect the Castle 



Inside the 
Town Gates – 
Inner 
Perimeter 
(Network)

• Free State and Federal Resources
• MassCyberCenter Minimum Baseline of IT
• CISA Critical Infrastructure Toolkit for 

Education/Government
• Community Compact
• State and Local Cybersecurity Grant 

Program (Incident Response Training and 
TTX)

• MassCyberCenter Cyber Resilient Grant 
Program

• Security Tools
• Demilitarized Zone
• Network Detection and 

Response (CyberTrust 
SOC Services))

• Subnets

Protect the Castle 



Within the Town 
(Devices in the Network and 

Working from Home)
• Security Tools

• Guards – Endpoint Detection and Response (EDR) or 
24/7 Managed Detection and Response (MDR)

• Investigators – SIEM Agents, Threat Hunting
• Spies – Insider Threat Monitoring
• Informants – Auditing software, Sensors
• Citizens – Awareness Training and Incident Response 

Plan Training

• Free State and Federal Resources
• MassCyberCenter Minimum Baseline of IT
• CISA Critical Infrastructure Toolkit for Government
• EOTSS Cyber Awareness Training grant
• Community Compact
• MassCyberCenter Cyber Resilient Grant Program
• Endpoint Managed Detection and Response

• CyberTrust SOC (SentinelOne 24/7)
• MS-ISAC SOC (Crowdstrike)

• CISA Logging Made Easy Protect the Castle 



Guarding the Keep 
(‘Crown Jewels’, 
Servers, Data, etc.)

• Zero Trust Tools (e.g. Windows 
Applocker)

• Free State and Federal Resources 
• MassCyberCenter Minimum Baseline of 

IT
• CISA Critical Infrastructure Toolkit
• EOTSS Cyber Awareness Training grant
• Community Compact
• Endpoint Managed Detection and 

Response
• CyberTrust SOC (SentinelOne 24/7)
• MS-ISAC SOC (Crowdstrike)

• MassCyberCenter Cyber Resilient Grant 
Program

• CISA Logging Made Easy

Protect the Castle 



December 2024

MIIA Cyber Risk 
Overview



•Multimedia Liability

•Security and Privacy Liability

•Privacy Regulatory Defense and Penalties

•PCI DSS Liability 

•Breach Event Costs

•BrandGuard® 

•Network Asset Protection

•Cyber Extortion

•Cyber Crime

•Dependent System Failure

COVERAGE FORM A-J

MIIA Cyber Risk



MIIA Cyber Risk

Cyber Highlights – 3 Coverage Parts

✔ Liability

• Care + Custody of Data

• Regulatory Compliance

• Monitoring of Credit

✔ Property

• Destruction of Data

✔ Time Element

• Loss of Revenue and Extra Expense to

• Rebuild and Restore Data



Coverage Descriptions
  COVERAGE A: Multimedia Liability

▪ Coverage for third party claims alleging liability resulting from the dissemination of online or offline 

media material, including claims alleging copyright/trademark infringement, libel/slander, plagiarism, 

or personal injury.

  COVERAGE B: Security & Privacy Liability 

▪ Coverage for claims alleging liability resulting from a security breach or privacy breach, including claims 

alleging failure to safeguard personal information. 

  COVERAGE C: Privacy Regulatory Defense & Penalties

▪ Coverage for regulatory fines and penalties and regulatory compensatory awards incurred in privacy 

regulatory proceedings/investigations brought by federal, state, or local governmental agencies.

  COVERAGE D: PCI DSS Liability

▪ Coverage for assessments, fines, or penalties imposed by banks or credit card companies due to 

non-compliance with the Payment Card Industry Data Security Standard (PCI DSS) or payment card 

company rules.

MIIA Cyber Risk



Coverage Descriptions

MIIA Cyber Risk

COVERAGE E: Breach Event Costs

▪ Coverage for mitigation costs and expenses incurred because of a privacy breach, security breach or 

adverse media report, including legal expenses, public relations expenses, IT forensic expenses, and 

costs to provide credit monitoring and identity theft assistance to affected individuals.

COVERAGE F: BrandGuard®

▪ Coverage for loss of net profit incurred as a direct result of an adverse media report or notification to 

affected individuals following a security breach or privacy breach.

COVERAGE G: Network Asset Protection

▪ Coverage for reasonable and necessary amounts incurred to recover and/or replace electronic data 

that is compromised, damaged, lost, erased or corrupted due to (1) accidental damage or destruction 

of electronic media or computer hardware, (2) administrative or operational mistakes in the handling 

of electronic data, or (3) computer crime/attacks including malicious code and denial of service 

attacks. Coverage also extends to business income loss and interruption expenses incurred because 

of a total or partial interruption of an insured computer system directly caused by any of the above 

events.



Coverage Descriptions

COVERAGE H: Cyber Extortion

▪ Coverage for extortion expenses incurred and extortion monies paid as a direct result of a 

credible cyber extortion threat.

COVERAGE I: Cyber Crime

▪ Coverage for loss of money or securities incurred due to financial fraud, including wire 

transfer fraud; charges incurred for unauthorized calls resulting from fraudulent use of an 

Insured’s telephone system; expenses incurred to notify customers of phishing schemes 

that impersonate the Insured or the Insured’s brands, products or services, and the costs 

of reimbursing customers for loss they sustain as a result of such phishing schemes.

COVERAGE J: Dependent System Failure

▪Coverage for a business’ loss of income and interruption expenses incurred as a result of a 

third-party service provider‘s system going down.

MIIA Cyber Risk



MIIA CyberNet Claims Expertise

▪ 2400 Cyber Claims
▪ 50+ IT  & Legal
▪ 20 In-house claims team
▪ 24/7 Cyber Hotline

MIIA Cyber Risk



Cyber Response 
Resources

Tokio Marine HCC’s team of incident response experts are leaders in their field and are here to help you with 
notification and credit monitoring services, assistance in data recovery, and much more. From the moment a 
claim is reported, service providers are engaged to support and quickly resolve any issues that may arise. 

Forensic Firms
 Forensic investigation to evaluate the source of the breach and secure your information

Notification & Credit Monitoring
 To keep your information protected, each of our top-of-the-line specially selected group of vendors offer
  unparalleled credit monitoring and notification services.

Breach Counsel
• Develops response plan in the case of a cybersecurity breach that will minimize both potential 

reputational damage and monetary vulnerability.
• Execute an investigation, produce notifications for clients, manage the investigation, and more.

Cyber & Professional
Lines Group

16501 Ventura Blvd Ste 200
Encino, CA 91436
Tel 818.382.2030



ALL Incident and Claim Reporting

MIIA Claims Contact:

David Dowd

Jillian McMartin

Phone: 800-526-6442

Email: MIIAclaims@MMA.org

Fax: 781-376-9907

Details:  

1) Authorized Contact Name
2) Any documents to support incident or claim
3) Brief description of event

 

Important: All incidents and claims need to be reported immediately (Within 24 hours) to MIIA.

MIIA Cyber Claim 
Reporting

mailto:MIIAclaims@MMA.org


Executive Office of Technical Services  
and Security (EOTSS)

Office of Municipal & School 
Technology (OMST)

https://www.mass.gov/orgs/office-of-municipal-and-school-technology 

January 24, 2025



Office of Municipal & School Technology (OMST)

Susan Noyes – Director  
Barnstable, Dukes, Essex, Nantucket Counties
email:  susan.noyes@mass.gov, phone: (617) 626-4403

• Suzanne Zarges – MCAGP Program Coordinator,  Worcester County          
email:  cyberawarenessgrant@mass.gov 

• Ralph DeLeo - Bristol & Plymouth Counties, Regional Planning Commissions                                                
email: ralph.deleo@mass.gov 

• Stephanie Brown –  Middlesex, Norfolk, Suffolk Counties                              
email: stephanie.brown5@mass.gov 

• Ken Wedge -  Berkshire, Franklin, Hampshire, and Hampden Counties                                                              
email: kenneth.wedge@mass.gov 

• Hannah Peterson, Municipal & School IT Analyst, Muni-IT-Dir SharePoint, Communication
        email: hannah.peterson@mass.gov 

mailto:susan.noyes@mass.gov
mailto:cyberawarenessgrant@mass.gov
mailto:ralph.deleo@mass.gov
mailto:stephanie.brown5@mass.gov
mailto:kenneth.wedge@mass.gov
mailto:hannah.peterson@mass.gov


We serve local government agencies across the Commonwealth 
by: 

• Providing information about technology grants available to local 
government.

• Creating opportunities for regional in-person and virtual collaboration.

• Guide communities on technology initiatives.

• Promoting state resources that can improve local government operations.

Office of Municipal & School Technology (OMST)



Municipal 
Cybersecurity 

Awareness Grant 
Program 
(MCAGP)

Cybersecurity 
Health Check 

Program

Community 
Compact Cabinet 

Grant Program 
(CCC)

Professional 
Licensing API

State and Local 
Cybersecurity 
Grant Program 

(MLCGP)

Mass Cyber 
Resilient Grant 

Program

State, Local, and Partner Programs 



Learning Paths

•Traditional: This training path is intended for users who have completed a foundational level of training already.  It 
includes short modules meant to serve as a refresher of known information.  (approximately 1 hour total)

•Advanced: This training path is intended for a subset of users that have a solid foundation of cybersecurity awareness 
training. Users in this path are able to test out of modules. (less than 1 hours total if all tests passed on initial attempt)

•Comprehensive: This training path offers longer, more in-depth modules intended for newer employees or those who 
may require additional training to gain a foundational understanding of cybersecurity awareness.  (approximately 4 hours 
total)

•Education:  This training path was designed with the public school sector in mind. This path includes a modules of 
varying length and format, along with assessments, for a total of 10 hours. Users will earn 10 Professional Development 
Points (PDPs) upon completion.  

*Note – Schools may enroll users in either the Education path or the Traditional/Advanced/Comprehensive 
path

Training is most effective when taken over the course of time, not all in one 
sitting. 

Municipal Cybersecurity Awareness Grant Program (MCAGP) FREE



• KnowBe4 Support 
• KnowBe4 Knowledge Base 
• KnowBe4 Community  

Individu
al 

Consol
e

• Upload and maintain your users 
• Full Access to content, tools, user management and reports
• Real time access to user progress 

• Hundreds of Training Modules, Micro Modules and Video Modules 
• Posters, Newsletters and Security Documents 
• Scam of the Week and Security Tips and Hints
• Games, Badges and Leaderboards 

Content

Resour
ces

MCAGP KnowBe4 Provides…



• Cyberawarenessgrant@mass.gov
• 1:1 Guidance 
• MCAGP Share Point Site 
• MCAGP Bi-Weekly Newsletter 

Pre-
Designe

d 
Training 
Campaig

ns

• Diamond Level Subscription 
• Customizable notifications 
• Ability to set your own due dates

• Multiple templates randomly delivered to your users over the 
course of a day 

• Phish Prone Percentage available for Learner Dashboards
• Ability to create smartgroups to track repeat clickers

Monthly 
Phishing 
Campaig

ns 

Support

MCAGP OMST Staff Provides

mailto:Cyberawarenessgrant@mass.gov


Problem

• Organizations seeking guidance on vulnerabilities and exposures and/or network 
structure

• Struggle to identify where to start, what to do first and how to best utilize limited 
funds with competing priorities

Timeline • 4-6 weeks to completion

Goal
• Identify gaps and areas of weakness
• Increase cybersecurity and strength of IT network
• Align needs with funding opportunities

Deliverable • Written report, final meeting & recommendations/remediation actions

Cybersecurity Health Check Program - 
FREE



Municipal IT SharePoint – secure information sharing site and 
collaboration opportunities across City/Town/School IT Depts

IT Accessibility resources and information                             
https://www.mass.gov/it-accessibility 

Coordinate & participate in Local and Regional IT /Tech Director Meetings

Conduct Tabletop (TTX) Exercises within a 
city/town/school or more broadly

Assist with identifying resources, grants, and programs 
to address specific needs

Provide Guidance with Cyber Incident Response Planning (CIRP)

OMST  Building Connections & Driving Engagement



Massachusetts Cybersecurity Program Overview 



MCP HISTORY
• Established in 2016 to address increasing 

cyber threats to Critical Infrastructure

• Information Sharing, Awareness  Bulletins, 
Trainings, Pass-through Alerts, Threat 
Briefings

• MCP distro

• Partnerships



Types of MCP Bulletins Created



Cyber Threats and Response

• Vulnerability & Threat Intelligence Project 
(VTIP) 

• Passive Attack Surface Monitoring
• Vulnerabilities, exposures, stolen/leaked 

creds, typosquatting
• OT/ICS/SCADA/BAC
• Remote Access Entry Points/VPNs

• Crown Jewels
• Sensitive systems/data (PII, 

financial, etc)
• Mission critical assets



REPORTING

• You are our best source of Cyber 
Threat Intelligence!

• Reporting entity will not be identified when 
sharing out information

• “a municipality in Massachusetts” , “a K-12 
organization in Massachusetts”, “a public 
safety agency in Massachusetts”

•  Shared information passed on to larger 
community for situational awareness and as 
actionable, timely, relevant CTI via 
MCP Distro



IBM COST OF A DATA BREACH Report 2024

$1M USD or approximately 20% 
cost savings when law enforcement is 
involved in ransomware attacks

Law Enforcement involvement also 
sped up the time it took to identify 
and contain a breach (9% reduction 
in combined Mean Time to Identify & 
Mean Time to Resolve)



Post BEC: Contact with Law Enforcement
FBI Recovery Asset Team can work with FINCEN to recover 
funding within 72 hours of loss

Verizon DBIR

• 18 Percent of 
incidents had nothing 
frozen.

• 50 percent of 
incidents had 79% of 
losses frozen.



Reporting Cyber Incidents – How?

Report to:

• Cyber Insurance
• Local Police Department
• Commonwealth Watch Center 508-820-2233
• EOTSS SOC 

• (Strongly Encouraged under Executive Order 602)
• FBI – www.IC3.gov
• For BEC with financial loss – file www.IC3.gov report 

AND contact your financial institution immediately
• Others according to IRP*

Communication Channels/Bands:

• Use out-of-band channels
• May tip off threat actor, allow them access 

to communications discussing response
� Enterprise Email, Teams, VOIP  (O365, 

Google)

✓ Cellphones
✓ Non-VOIP landlines
✓ Pre-configured out-of-band accounts
✓ Personal email (GMail, etc)
✓ End-to-end encrypted chat applications

http://www.ic3.gov


Reporting Cyber Incidents – what to expect?

We will: 
✓ Work discretely and confidentially with your organization’s 
Incident Response Team, Legal Department, and/or a third-party 
incident response firm to identify and collect potential evidence. 
✓ Work with federal and local law enforcement partners and 
prosecutors to coordinate the investigation to identify, locate, 
apprehend, and ultimately prosecute the threat actor(s). 
✓ Facilitate communications with other organizations that could 
help mitigate the incident. 
✓ Compare Indicators of Compromise and Tactics, Techniques, 
and Procedures in your incident with other similar incidents. 
✓ Remain in contact with your organization throughout the 
investigation. 
✓ Work with you to determine if you are amenable to pertinent 
threat intelligence being shared in a non-attributable manner to 
protect others who may be affected by the same type of attack. 

We will NOT: 
� Contact the media or issue public 

statements. 
�  Notify regulatory agencies about a 

potential data breach. 
�  Perform services an incident response 

firm would provide such as the removal of 
malware or mitigation of the infection 
from your systems or network(s). 

� Provide complete mitigation and 
remediation support. 



MA CIRT & Coordination with EOTSS

• EOTSS & CFC routinely share 
information

• Vulnerabilities & exposures
• Reported incidents

• MA CIRT formalized in December 2022
• Executive Order 602
• EOTSS, EOPSS, MANG, MEMA
• CFC & MSP Cyber Crime Unit

• CFC Intelligence/Information Sharing, 
coordination with Federal Partners & LE

• MSP CCU Threat Response (DFIR), Criminal 
Investigation

 

61



No portion of the presentation should be video or audio recorded, copied, or photographed.

TLP GREEN

Massachusetts 
Cybersecurity 

Program
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Massachusetts Joint
     Cybersecurity Threat Briefing

TLP GREEN



Detective Lieutenant Brian Gavioli

978-451-3557 email: brian.gavioli@mass.gov

General Inquiries: mcppol@pol.state.ma.us 

Report an Incident: 508-820-2233



Wrap Up & Questions



ADDENDUM SLIDES
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Speaker Information:
John Petrozzelli, Director
MassCyberCenter
Petrozzelli@MassTech.org
 
Joe Callahan
Cabot Risk Management
joe.callahan@cabotrisk.com
 
Gregory Bautista, Partner
Mullen Coughlin 
gbautista@mullen.law
 
Susan Noyes, Director
EOTSS Office of Municipal & School Technology
susan.noyes@mass.gov
General Inquiries: OMST@mass.gov
(617) 626-4403
 
Detective Lieutenant Brian Gavioli
Commonwealth Fusion Center – MA Cybersecurity Program
brian.gavioli@mass.gov
(978) 451-3557
General Inquiries: mcppol@pol.state.ma.us 
Report an Incident: 508-820-2233

 

Data Sources:
CISA Risk and Vulnerability Report
2024 IBM Threat Report
2024 IBM Cost of a Data Breach Report
Mandiant 2024 Threat Report
2024 Verizon Data Breach Investigations Report (DBIR)

 
Report an Incident:
Call the Commonwealth Fusion Center at 508-820-2233
Contact your Cyber Insurance Provider
MIIA Claims Contact:

David Dowd
Jillian McMartin
Phone: 800-526-6442
Email: MIIAclaims@MMA.org
Fax: 781-376-9907

Provide the following Details:  
• Authorized Contact Name
• Any documents to support incident or claim
• Brief description of event

 
Important: All incidents and claims need to be reported 

immediately (within 24 hours) to MIIA.
 

Presentation Resources

mailto:susan.noyes@mass.gov
mailto:OMST@mass.gov
https://www.cisa.gov/news-events/alerts/2024/09/13/cisa-releases-analysis-fy23-risk-and-vulnerability-assessments
https://www.ibm.com/reports/threat-intelligence
https://www.ibm.com/reports/data-breach
https://cloud.google.com/blog/topics/threat-intelligence/m-trends-2024
https://www.verizon.com/business/resources/reports/dbir/
mailto:MIIAclaims@MMA.org
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Toolkits, Programs, and Services:
Services

CISA Cyber Hygiene (CyHy)
Free cybersecurity services to help organizations reduce their exposure to threats by taking a proactive 
approach to monitoring and mitigating attack vectors.

Vulnerability Scanning
Web Application Scanning (WAS)
CISA Remote Penetration Testing

CISA Logging Made Easy
Endpoint Managed Detection and Response (EDR/MDR)

CyberTrust SOC (SentinelOne 24/7)
MS-ISAC SOC (Crowdstrike) 

EOTSS Cybersecurity Health Check Program 
Cybersecurity Assessments to identify security gaps and an organization’s ability to protect data and 
systems from cyber threats.

Information, Guidance, and Toolkits
MassCyberCenter Critical Infrastructure Toolkit
CISA Critical Infrastructure Toolkit for Education (K-12)
CISA Critical Infrastructure Toolkit for Government
MassCyberCenter Minimum Baseline of IT
MIIA Cyber Insurance Customers, go to:

• General Information – www.emiia.org or 

• Information, Resources, and Training https://emiia.nascybernet.com/index.php 

Presentation Resources

https://www.cisa.gov/cyber-hygiene-services
https://www.cisa.gov/resources-tools/services/logging-made-easy
https://www.cisecurity.org/ms-isac/services/mdbr
https://www.mass.gov/info-details/cybersecurity-health-check-program
https://masscybercenter.org/cyber-resilient-massachusetts/critical-infrastructure-toolkit
https://www.cisa.gov/resources-tools/resources/k-12-bystander-reporting-toolkit
https://www.cisa.gov/resources-tools/resources/critical-infrastructure-security-and-resilience-month-toolkit
https://masscybercenter.org/sites/default/files/2023-06/Minimum-Baseline-Cyber-IT.pdf
http://www.emiia.org/
http://www.emiia.org/
https://emiia.nascybernet.com/index.php
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Grants
Cyber Resilient Massachusetts Grant Program
Grants to help municipalities remediate cybersecurity vulnerabilities and defend against cybersecurity threats by 
funding narrowly focused cybersecurity technology upgrades identified through a cybersecurity vulnerability 
assessment. 

State and Local Cybersecurity Grant Program
Massachusetts Municipal Local Cybersecurity Grant Program
Grants to assist municipal governments in strengthening cybersecurity while reducing systemic cyber risk, 
especially for

• Multifactor Authentication (MFA) implementation
• Cybersecurity Awareness Training
• Cyber Incident Response Planning
• Cybersecurity Tabletop Exercises
• Migration to the .gov domain

Community Compact Cabinet Grants
Best Practices Program
Opportunities to implement IT best practices related to planning and security.
IT Grant Program
A competitive grant program focused on driving innovation and transformation at the local level via investments 
in technology using the transformative powers of IT.

EOTSS Municipal Cybersecurity Awareness Grant Program
Improve cybersecurity posture through end-user training, evaluation, and simulated phishing campaigns.

Presentation Resources

https://masscybercenter.org/notice-funding-opportunity-cyber-resilient-massachusetts-grant-program
https://www.mass.gov/info-details/state-and-local-cybersecurity-grant-program
https://www.mass.gov/info-details/municipal-local-cybersecurity-grant-program
https://www.mass.gov/orgs/community-compact-cabinet
https://www.mass.gov/community-compact-it-grant-program
https://www.mass.gov/info-details/municipal-cybersecurity-awareness-grant-program


www.emiia.org
▪ Cyber Training

• Courses
• Guides
• Webinars

▪ Sample Policies
• Data Security Policies

• Plans 

• Procedures

▪ Incident Response Plans

▪ Best Practices

MIIA Cyber Risk

https://emiia.nascybernet.com/index.php

https://emiia.nascybernet.com/index.php


Mullen Coughlin

• Founded in 2016
• 130+ attorneys across the United States and the United Kingdom 
• One firm, one focus: Cyber

• Advisory Compliance
• Counseled over 1,200 organizations between 2020 and 2023

• Incident Response
• Handled over 14,000 incidents between 2020 and 2023

• Privacy Litigation Defense
• Defended over 540 organization in single-plaintiff, class action and B2B privacy litigation 

between 2020 and 2023
• Regulatory Investigation Defense

• Responded to thousands of informal and formal investigations between 2020 and 2023



Things to Think About Before an Incident

• Incident Response Plan
• Ransomware – Recovery and Negotiations
• Data Mapping and Identification
• Communications
 



Things to Think About Before an Incident
Takeaways

• What could sidetrack your response? 
• Evaluate your recovery plan and downtime procedures
• Structured vs. Unstructured Data, Notice Timelines
• Who gets to speak? What do they say? 



Contact Information

Gregory Bautista
Partner – Mullen Coughlin LLC
E: gbautista@mullen.law 

24/7/365 Incident Response Hotline
844.885.1574

MULLEN.LAW | LINKEDIN
426 W. Lancaster Avenue, Suite 200

Devon, PA 19333

mailto:gbautista@mullen.law
http://www.mullen.law/
https://www.linkedin.com/company/mullen-coughlin


MassCyberCenter Team

Questions?
Visit our website to connect with us and learn more:

MassCyberCenter.org   

John Petrozzelli
Director
Petrozzelli@masstech.
org

Meg Speranza
Resiliency Program 
Manager
Speranza@masstech.org

Max Fathy
Senior Program 
Manager, Cybersecurity 
Innovation
Fathy@masstech.org

Nick Butts
Outreach Program 
Manager
Butts@masstech.org

http://masscybercenter.org


Detective Lieutenant Brian Gavioli

978-451-3557 email: brian.gavioli@mass.gov

General Inquiries: mcppol@pol.state.ma.us 

Report an Incident: 508-820-2233


